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Re invention relates to an integrated-circuit.deYice_and.more4)articida^ 

the detection of signals at an input of such a device. 

An integrated circuit device has to receive input signals from circuits outside 
the integrated circuit device. These outside circuits are connected to the integrated circuit 
device via relatively long conducting wires. In some cases the integrated circuit device has to 
operate in very hostile circuit environments, where the conducting wires can pick-up strong 
unwanted signal pulses. In cars for example (more generally in automotive environments) 
unwanted signal pulses can have a bandwidth of 1 GHz or more and ampUtudes of tens of 
volts. In such a hostile environment the unwanted pulses are difficult to suppress, because 
they have a tendency to penetrate the circuit in an uncontrolled way via parasitic pathways. 

The unwanted signal pulses can be distinguished from normal signals on the 
conductor on the basis of duration. Only signals with pulses that last longer than all or most 
of the pulses of the unwanted signal are used as normal signals. To eliminate unwanted 
pulses on the basis of duration, passive Unear low-pass filters maybe used which are made 
up of resistors and capacitors to filter out unwanted signal pulses. However, passive linear 
low-pass filters that use resistors and capacitors to filter out pulses require relatively large 
capacitors. When integrated in an integrated circuit such capacitors take up valuable space in 
the integrated circuit. 



US patent 5,794,055 shows an alternative ^roach in a circuit for use in an 
automotive envnonment where an external wake-up signal is used to trigger an interrupt to a 
microprocessor circuit in an integrated circuit device. The wake-up signal is generated by 
closing a switch that is connected to an input connection of tiie circuit. To suppress noise, the 
wake-up signal is not converted to an interrupt signal immediately after detection of an input 
signal that corresponds to closing of the switch. Rather, with a delay after detection of the 
input signal, the circuit starts applying a diagnostic current to the input connection. The 
interrupt is appUed to the microprocessor only if the response to the diagnostic current 
confirms that the switch is closed. 
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For its normal signal operation, excq?ting noise suppression, US patent 
5,794,055 describes various circuits with resistors and capacitors, for example, a signal 
conditioner circuit with a low-pass filter and voltage divider function. The input of this 
conditioner circuit is coupled to the switch via a blocking diode, which comes into 
conduction when the switch is closed to indicate a wake-up signal. The conditioner circuit 
acts as a low-pass filter and voltage divider of the signal generated by closing the switch 
before that signal is applied to an input of a microcontroller. The blocking diode prevents any 
influence via the input that is connected to the SAvitch when the switch is not closed. 

When integrated in an integrated circuit, passive linear low-pass filters that use 
resistors and capacitors to filter out pulses require relatively large capacitors and/or resistors. 
An alternative technique to filter out pulses uses a timer circuit. Fig. 1 shows a conventional 
timer circuit applied to detect an input signal. In the timer circuit the signal at the input 
comiection 10 is used to start and reset integration in an integrating circuit 12, in which a 
charging capacitor 14 coupled to an integrating node 16 is charged by a current supplying 
circuit IS. A comparator 18 is coupled to the iategrating node 16. When the integrated 
voltage at the integrating node reaches a threshold, the detector passes a signal, such as a 
wake-up signal, to fiuther circuits 19. An unwanted short pulse has no effect because, 
although the start of such a short pulse starts integration, a reset occurs before the integrated 
voltage can reach the threshold. 

In a timer circuit the signal at input connection 10 is not directly passively 
filtered to suppress short duration pulses. Instead transitions in the signal at the input 
connection are used to start and reset integration. The integration speed itself is determined 
substantially independently of any current to the input connection by the capacitance value of 
the charging capacitor 14 and the current supplying circuit. As a result, a much smaller 
capacitor 14 can be used in the integrating circuit than in a passive linear low-pass filter. 

The fimction of starting and resetting integration is usually implemented by 
arranging the main current chamiel of a switching transistor 1 1 in parallel with the charging 
capacitor 14, and applying a signal derived fi:om the input coimection of the integrated circmt 
device to the control electrode of the switching transistor so as to discharge the charging 
capacitor 14 outside the pulses. 

However, such an implementation of the start and reset fimction has turned out 
to be vulnerable in hostile environments, such as automotive environments. When the 
duration of unwanted pulses approaches the delay of the switching transistor 1 1 it becomes 
possible that integration continues in spite of the short duration of the unwanted pulses. 
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because the switching transistor 1 1 does not become properly conductive. Similarly, parasitic 
capacitances in the switching transistor 1 1 may lead to imwanted integration effects. 



5 Among others, it is an object of the invention to provide an integrated circuit 

device with a coimection for an extqnal conductor that permits detection of signals from the 
conductor, while effectively suppressing miwanted signals without using large capacitors for 
passive low-pass filter purposes. 

The invention provides an integrated circuit according to claim 1. The 

10 integrated circuit device according to the invention uses a timer circuit to eliminate xmwanted 
pulses of short duration. According to the invention a diode is used between the input 
connection of the integrating circuit and the integration node of the timer circuit, so that tiie 
diode serves to reset integration at the end of a pulse that has a polarity that would normally 
lead to passing of a pulse detection signal from the comparator, if the pulse is sufficiently 

1 5 long. By using a diode for this purpose, the problems associated with a reset transistor are 
avoided. A diode provides a maximum speed reset with reduced susceptibility to disturbance 
by unwanted pulses. To achieve optimum speed, preferably no resistance is included in series 
with the diode between the input connection and the integration node, or a resistance is 
included that does not reduce the speed of discharge of the charging capacitor to substantially 

20 below the speed of the detector circuit. 

In an embodiment, a first and a second integrating circmt for integration with 
mutually opposite integration polarity are included, each containing a diode that serves to 
reset integration, the diodes in the integrating circuits being coupled with mutually opposite 
polarity. First and second detectors of the integrating circuits are coupled to a memory 

25 element that is set to a first state after detection integration of the first integrating circuit 
crosses a first threshold and to a second stage after detection integration of the first 
integrating circuit crosses a second threshold. Thus, short imwanted pulses where the signal 
goes low as well as short unwanted pulses where the signal goes high ate eliminated. 
Preferably, the thresholds are offset at least two diode voltage with respect to one another, so 

30 that conflicts between flie detectors are excluded. 

Preferably a switchable current source is provided, having a current output 
coupled to the input connection, for forward biasing the diode, the switchable current source 
having a switching control input coupled to the state holding circuit for switching the 
switchable current source off when the state holding circuit is set to the first state and 
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switching it on when the state holding circuit is set to the second state. The switchable 
current source provides for a time selective threshold against detection of weak pulses of one 
polarity when the circuit is receptive for detecting pulses of that polarity. Preferably, two 
current sources of opposite polarity are provided in this way for providing mutually opposite 
5 thresholds when the state holding circuit is in the first and the second state, respectively. 

The circuit is particularly useful in an automotive environment (for example in 
the electronics system of a car) since it has been foimd tihiat integrated circuits often 
disfunction in such an enviromnent due to unwanted signal pulses. 

Preferably, a wake-up input connection of an integrated circuit is provided 
10 with a circuit as described above. A wake-up input is used to switch an electronic circuit 
from a "sleep" state in which many parts of the circuit are disabled to reduce power 
consumption to a normal operating state where these parts are enabled. Wake-up signals 
often come from remote locations and therefore wake-up inputs often have to be connected to 
long conductors, which makes protection against unwanted pulses especially advantageous. 

15 

Fig. 1 shows a prior art integrating circuit coxmected to an input connection. 
Fig. 2 shows a circuit with an input protection circuit. 
Fig- 3 shows signals that occur in the circuit of Fig. 2, 
20 Fig. 4 shows a two way input protection circuit. 

Fig. 5 shows a detailed circuit with an input protection circuit, and 
Fig. 6 shows a car with an electronic control system. 



25 Fig. 2 shows a circuit with an input protection circuit. The circuit is integrated 

in an integrated circuit device, typically a semiconductor integrated circuit device. The circuit 
contains an input coimection 20 of the integrated circuit device, such as a bond pad, for 
connection of an external conductor. The circuit furthermore contains a diode 21, a detector 
circuit, further circuits 29 and an integrating circuit 22 with a charging capacitor 24, a current 

30 source circuit 25 and a changing node 26. Input connection 20 is coupled to charging node 26 
via diode 21, diode 21 being arranged with a polarity such that it is able to drain current from 
current source circuit 25 in a forward direction. Charging node 26 is coupled to a first power 
supply line Vgnd via charging capacitor 24 and to a second power supply line Vbatt via 
current source circuit 25, Charging node 26 is coupled to an input of detector 28, which has 
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an output coupled to further circuits 29. Charging capacitor 24 should withstand the voltages 
that are present on node 20; for higher voltages this may be realized by using a pair of 
conductive planes in the interconnect wiring of the integrated circuit device, which are 
separated by a dielectric layer. Charging cs^acitor 24 has a capacitance of around IpF for 
S example. Diode 31 may be implemented for example as a lateral diode in a semiconducting 
layer of the integrated circuit device. _ - _ - - 

Fig. 3 illustrates the operation of the circuit of Fig. 2. Fig. 3 shows an input 
signal 30 at input connection 20, an integrated voltage 32 at charging node 26, and an output 
signal at the output of detector 28. Input signal 30 initially has a low voltage, but the voltage 
10 rises to a higher level during a relatively long pulse 36. Later, input signal 30 again rises, but 
only for a relatively short pulse 38. As long as input signal 30 has a low voltage, diode 21 
keeps charging capacitor 24 discharged. 

When the voltage of input signal 30 rises during a pulse 36, 38, a current I 
from current source circuit 25 starts charging capacitor 24 so that tibe voltage Vn 32 at 
1 5 charging node 26 starts rising according to dVn/dt=I/C, where C is the capacitance value of 
charging capacitor 24. When input signal 30 drops back again, the charging current is 
deviated from charging c^acitor 24 and charging capacitor 24 is discharged. 

Detector 28 generates a signal transition at its output when its input voltage 
(integrated voltage 32) crosses a threshold voltage level 39. During a relatively long pulse 36, 
20 integrated voltage 32 continues to rise until it reaches threshold voltage level 39. Accordingly 
detector 28 generates a signal indicating detection of the pulse. After a relatively short pulse 
38, charging capacitor 24 is discharged before integrated voltage 32 rises to threshold voltage 
level 39. As a result, detector 28 produces no detection signal and further circuits 29 are not 
informed of relatively short pulse 38, 
25 Further circuits 29 are arranged to respond to the detection signal that detector 

28 generates when mtegrated voltage 32 rises over threshold voltage level 39. This does not 
occur when a pulse 38 at input coxmection 20 is relatively short. The critical length of the 
pulse is determined by threshold voltage level 39 and the integration speed (which depends 
on the current from current source 25 and the capacitance value of capacitor 24). Currents 
30 through diode 21 do not substantially affect this critical length: diode 21 only provides for a 
reset of the integration when the pulse terminates. 

Fig. 4 shows a two-way protection circuit. In addition to the components 
shown in Fig. 3, the circuit contains a fiirther integrating circuit with a fiirther diode 41, a 
further charging capacitor 44, a further current source circuit 45, a further detector 48 and a 
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further charging node 46. Current source circuit 25 and furthCT current source circuit 45 
supply currents to their respective charging nodes 26, 46 in mutually opposite directions. 
Further diode 41 is coupled between further charging node 46 and input connection 20 with a 
polarity opposite to that of diode 21, so that further diode 41 is capable of draining current 
from further current source circuit 45 in the forward direction. A further detector 48 has an 
input coupled to fiirther charging node 46. 

The circuit contains a set/reset flip-flop 42 with a set and a reset input coupled 
to the outputs of detector 28 and further detector 48 respectively, and an output coupled to 
further circuits 43, which include a microprocessor for example. Detector 28 and further 
detector 48 are designed to set and reset flip-flop 42 when the integrated voltage at charging 
node 26 and further charging node 46 rises above and drops below a threshold level 
respectively. 

In operation, relatively long pulses of the type shown in Fig. 3 cause fUp-flop 
42 to be reset. Relatively long pulses with opposite polarity (from a high voltage level to a 
low voltage level and back) cause flip-flop 42 to be set. For each type of pulse, a diode 21, 41 
is used to discharge a charging node 26, 46, but with opposite polarity. When the rising 
integrated voltage at charging node 26 is not reset before it crosses the threshold level of 
detector 28 flip-flop 42 is set. When the dropping integrated voltage at further charging node 
46 is not reset before it crosses the tibreshold level of further detector 48 flip-flop 42 is reset. 

Thus, the state of flip-flop 42 is affected by transitions of two opposite types 
of polarity at input connection 20, from low to high and from high to low, provided that these 
transitions are not the leading transition of a pulse with a duration below a threshold duration. 

Setting and resetting occur in response to pulses of either type only when the 
duration of the pulses exceeds critical lengths for the respective type of pulse. The critical 
lengths of the pulses are determined by threshold voltage levels of detectors 28, 48 and the 
integration speeds of the integrating circuits (which depend on the current from current 
source circuits 25, 45 and ttie capacitance value of capacitors 24, 44). Currents through 
diodes 21, 41 do not substantially affect this critical length: diodes 21, 41 only provide for a 
reset of the respective integrations when the pulses terminate. 

It will be appreciated that the invention is not limited to the circuit of Figs, 2 
and 4. For example, instead of current source circuits 25, 45 other currait supplying circuits 
may be used, such as resistances, as long as such circuits permit a rising or decreasing 
voltage to develop when their diode is reverse-biased. Similarly, charging capacitors maybe 
implemented by any circuit with a capacitive effect and with the plate opposite to the 
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charging node connected to any voltage supply. However, preferably conductive (not semi- 
conductive) plates are used, separated by a layer that can withstand relatively high capacitor 
volte^es, since in a hostile environment signals from input comiection 20 may penetrate the 
capacitors. When current mirrors are used to implement current source circuits 25, 45, these 
current mirrors preferably have their own input transistors (not shared with other circuits) to 
prevent unwanted high frequency signals at input connection 20 from affecting such other 
circuits. Instead of a flip-flop, any circuit may be used that can be set to at least two different 
states. To achieve optimum speed preferably no resistance is included in series with diode 21 
between input connection 20 and integration node 26. However, without detrimental effect a 
small resistance could be used that does not decrease the speed of discharge of charging 
capacitor 24 substantially below the speed of detector circuit 28. 

Fig, 5 shows a more detailed circuit In comparison with Fig. 4, controllable 
current sources 50, 52 have been added between input connection 20 and the different power 
supply connections Vgnd and Vbatt, respectively. Controllable current sources 50, 52 receive 
control signals from flip-flop 42. Furthermore, the detectors have been implemented as 
comparators 58, 59, which provide for different detection thresholds receive (by setting 
different reference voltages, as symbolized by the use of a common voltage source 54, a 
threshold raising voltage source 56 for the comparator that detects low to hig^ pulses and a 
threshold-lowering voltage source 57 for the comparator that detects high to low pulses). 

The circuit of Fig. 5 provides for two independent improvements. Controllable 
current sources 50, 52 provide for a current threshold of pulses at input connection 20. 
Current thresholds work for both positive and negative pulses because the current source that 
is coimected to the positive power supply is activated when a high level of sufficient duration 
has been detected, and the current source that is connected to the negative power supply is 
activated when a low level of sufficient duration has been detected. Thus, disturbing signals 
of small strength at input connection 20 are not detected. Preferably, controllable current 
sources 50, 52 are implemented as current mirror circuits. Preferably, these current mirrors 
have their own input transistors (not shared with other circuits) to prevent unwanted high 
frequency signals at input connection 20 from aflFecting such other circuits. 

The use of different thresholds for comparators 58, 59 ensures that no 
conflicting set and reset signals are provided to flip-flop 42, even if slow voltage variations 
occur at input connection 20. During slow variations, both diodes 21, 41 are forward-biased. 
The voltage at charging node 26 is one diode voltage drop higher than the voltage at input 
connection 20 and the voltage at further charging node 46 is one diode voltage drop lower 
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than the voltage at input connection 20. The threshold levels are set so that no sixnultaneons 
set and reset occurrences take place, by setting the threshold of the comparator 58 of the 
further charguig node 46 lower than the threshold of the other comparator 59 of the charging 
node 26 by an amount that is at least equal to the sum of the forward voltage drops over the 

5 diodes, typically at least 1.3 Volts in case of silicon diodes. Thus, no simultaneous set and 
reset occurrences can take place. This may be realized for example by using diodes to 
implement offset voltage sources 56, 57. 

Fig. 6 shows a car 60 with an electronic control system. The electronic control 
system contains a first unit 62 and a second unit 64 coupled via a signal conductor 66. 

10 Second unit 64 contains an integrated circuit device of the type shown in Fig. 2, 3 or 5, with 
input connection 20 coupled to signal conductor 66. A return circuit (groimd) between first 
unit 62 and second unit 64 is realized via a common conductor 68, which also provides the 
return circuit of other circuits (not shown), for example via the chassis of car 60. 

First unit 62 is for example a switch for applying a signal to a microprocessor 

15 in the integrated circuit device in second unit 64, for example to control a motor to open a 
window. The first unit 62 is remote firom the second unit 64, so that the signal conductor 
spans a much larger distance than tiie internal size of the units. In this environment, signals at 
the second unit may contain strong unwanted signals with high firequency content, due to 
currents from other circuits (not shown) on common conductor 68 or pick-up by signal 

20 conductor 66. By using the circuits shown, the risk of malfunctioning of the integrated circuit 
device due to these unwanted signals can be reduced. 



